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ABSTRACT
In today’s technological advancements in the digital world cybercrime has caused unprecedented
challenges to individuals and organizations. Cybercrime is an acronym used to describe illicit
activity where a computer or network serves as the source, tool of the crime. Cybercrime includes
advanced unlawful activities like fraud, the trafficking of child pornography and other intellectual
property, identity theft, and privacy violations. A rise in data has been correlated with a rise in
incidents of data theft. Worldwide, organizations and individuals are increasingly concerned about
hacking and system intrusion using various technologies. Data science is the study of data to extract
useful business insights. It is a path of interdisciplinary access for analyzing enormous amounts of
data that brings together information and techniques from the domains of artificial intelligence,
statistics, mathematics, and computer engineering. In this paper, the data has been collected from
Indian Government sites and studied for different states and metropolitan cities. Using different data
science techniques along with the statistical methods like correlation, hypothesis testing, some
conclusions have been drawn for various motives of cybercrimes.
Keywords—Cybercrimes, Fraud, Data science, Hypothesis, Statistics

1. Introduction
What is Cybercrime?
Cybercrime is the act of committing crimes using computers or other electronic devices. Basically,
cybercrimes are unlawful activities which target computer networks and persons with the purpose
of financial gain and disordering. There are different types of cybercrimes like cyberstalking,
personal revenge, Phishing, Identity theft etc. Cybercrimes have increased as computers become a
crucial part of day-to-day life. Cybercriminals employ a variety of attack vectors to carry out their
cyberattacks and are always looking for new strategies to accomplish their objectives without being
discovered and apprehended. Malware and other forms of software are commonly used by
cybercriminals in their operations, but social engineering is frequently a crucial step in the
implementation of the majority of cybercrimes. Another key component of several cybercrimes,
particularly targeted cyberattacks, is phishing emails.

2. Experimental Methods or Methodology
In this research paper we have analyzed the data recorded by the government site during the years
2019 to 2021 i.e., before pandemic, during pandemic and after pandemic. We studied the data
related to the crimes in different states of India along with metropolitan cities of India. Further we
tried to compare the cybercrimes in the least developed states and the most developed states. Even
we checked if there is a significant difference in persons arrested and persons chargesheeted in
metropolitan cities in the year 2020. We tried to examine the correlation between the different
motives of cybercrimes.
Analytical Avenue:
The different statistical methods have been used for the analysis.
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Chi-Square Test: Basically, Chi-square test is a non-parametric test used for goodness of fit, for
independence and for proportions. It is used in determining if there is statistical difference between
the observed and the expected frequencies. When the sample sizes are large, it is used in analysis of
contingency tables. The null hypothesis is defined as there is no difference in the classes in the
population and alternative hypothesis as there is difference in the classes. The observations are
classified into mutually exclusive events. Chi- square distribution is applied when the observations
are independent. The formula for the test is given by χ2 = ∑ (Oi –Ei)2/Ei
The following steps are involved for conducting Chi-square test. First, we have to define Null and
alternative hypotheses. Data is collected in the form of a contingency table. Chi-square statistics
are calculated using observed and expected frequencies. Degrees of freedom and P value are
calculated using statistical tables or software. By comparing the chi- square statistic and critical
value, one can decide whether the null hypothesis is rejected or accepted.
T-Test: A T-test is a statistical hypothesis test used to determine if there is a significant difference
between the means of two groups or samples. It is particularly useful when comparing means of
small sample sizes or when the population standard deviation is unknown. The t-test is based on the
t-distribution, which is similar to the normal distribution but with heavier tails, making it
appropriate for small sample sizes. The general process for conducting a t-test involves the
following steps: Formulation of Null and alternative hypothesis. Examine data for two groups.
Compute t statistic. Determine degrees of freedom. Using the table or software, find critical value.
By Comparing t statistic and critical value, the decision can be taken to accept or reject hypothesis.
Correlation: Correlation gives us an idea if the two variables are correlated or not. Correlation may
be positive or negative.

3. Results and Discussion
State Wise Cybercrimes from 2019-2021:

Fig. 1.
Fig 1 displays the chart of cybercrimes for the year 2019-2020. The graph clearly shows that there
was a spike in cybercrimes in 2020 in many states, possibly due to a pandemic. The data shows that
there is a decrease in offline crimes but rise in online crimes; one of the reasons for this is lockdown.
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The above bar graph also indicates for the year 2019 Karnataka followed by Uttar Pradesh,
Maharashtra states has maximum cybercrimes while Nagaland and Sikkim have minimum number
of cybercrimes. The reasons for this are the states like Karnataka, Maharashtra and Uttar Pradesh
have a significant population with access to the internet, making them potential targets for
cybercriminals. Another reason is individuals and organizations not taking adequate measures to
protect their online activities and data. Nagaland and Sikkim have relatively low population
densities compared to many other Indian states. Lower population densities can result in fewer
potential targets for cybercriminals, reducing the overall incidence of cybercrime. The extent of
internet penetration can affect the prevalence of cybercrimes. States with lower internet penetration
may have fewer opportunities for cybercriminals to exploit.

Fig. 2.
From Fig 2 we can check that the cybercrimes have jumped up in states like Telangana, Assam and
Uttarakhand. Fraud, Personal Revenge and Bullying cases against women and children are the
major motives for the rise in cybercrimes, as specified by NCRB data .
The 10 least developed states according to MDI (Major depression inventory score) are Odisha,
Bihar, Madhya Pradesh, Chhattisgarh, Jharkhand, Arunachal Pradesh, Assam, Meghalaya, Uttar
Pradesh and Rajasthan. On the other hand, seven most developed states are Goa, Kerala, Tamil
Nadu, Punjab, Maharashtra, Uttarakhand and Haryana.
Following hypotheses are tested using Chi square Test:
1) Comparison between the cybercrimes in the most developed states and the least developed states
in the years 2018-2020.
#H0: There is no significant difference in cybercrimes in the least developed states and most
developed states
#H1: There is significant difference in cybercrimes in the least developed states and most developed
states
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OUTPUT

Here we added data of the most developed and the least developed states for years 2018-2020. The
conclusion that “There is significant difference in cybercrimes in the least developed states and
most developed states” has been drawn by using chi square test.
It is also very important that the person who has committed a cybercrime is punished. The persons
arrested should be chargesheeted.
To check independence of two attributes chi square test has been used. For that purpose gender wise
data has been collected and the relation between persons arrested and persons chargesheeted is
studied.
#Ho: There is no significant difference in persons arrested and persons chargesheeted in
metropolitan cities in the year 2020
#H1: There is significant difference in persons arrested and persons charge sheeted in metropolitan
cities in the year 2020
OUTPUT

It has been concluded that there is no significant difference in persons arrested and persons
chargesheeted in metropolitan cities in the year 2020.
Pre pandemic and post pandemic changes between the cyber crimes are analyzed using T
distribution.
#Ho: There is no significant difference in average cybercrimes during pandemic (2019) and after
pandemic (2020)
#H1: There is significant difference in average cybercrimes during pandemic (2019) and after
pandemic (2020)
OUTPUT

This heat map shows that the diagonal values have perfect correlation and they can be seen in dark
green color. The larger numbers and darker color indicate the higher correlation between the two
variables.
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Output Correlation

Following output table displays the correlation between the different attributes. If the correlation
value is greater than 0.8 then there is a higher degree of correlation between the variables. While the
value between 0.3 and 0.8 indicates moderate correlation. If the correlation value is less than 0.3
then there is negligible correlation between the two variables.
OUTPUT
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It can be clearly seen that there is negative correlation between the Fraud and Prank with value -
0.121751
OUTPUT

It can be observed from below graph that the Causing Disrepute and Fraud have high degree of
positive correlation with value 0.914747
OUTPUT

CONCLUSION
This research work elaborates analysis of cybercrimes in states during 2019 to 2021 using statistical
methods and data science tools. A state-wise study has been performed to check whether the
pandemic period affected the rise of cybercrimes. It has been found that during a pandemic the
internet is a crucial part of our day to day life. Graphical representation in the paper designates that



International Journal of Engineering Technology and Management Sciences
Website: ijetms.in Issue: 5 Volume No.7 September - October – 2023

DOI:10.46647/ijetms.2023.v07i05.059 ISSN: 2581-4621

@2023, IJETMS | Impact Factor Value: 5.672 | Page 486

after the pandemic there is an increase in cyber crimes. Frequently observed cyber crimes are
phishing, online scam, fake websites to download covid certificates and other documents,
Ecommerce Fraud and Ransomware attacks etc. To protect from cybercrimes a multifaceted
approach should involve collaboration between governments, law enforcement agencies,
cybersecurity experts, and the private sector. Legislation and regulations must keep pace with
technological advancements to deter cybercriminals and hold them accountable for their actions.
Moreover, individuals and organizations should prioritize cybersecurity practices, such as strong
password management, regular software updates, and employee training to reduce their
vulnerability to cybercrimes. This study can be useful to cyber experts to find trends in cyber crime
for the given years.
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